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Access the copGCfty of the herd disk li 
the computm* end then est&mftethe 
amount of fwrd dtek space required 
for tiie hidden partrlton. 
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complete the installation of system loutine 

I 



1} Modify MBR 
2) OupHcaie BOOT BIN to C:\ 
3) DupflcaiB tha boot imiBno of OSto CSmd&n 






1 — 3 


r 


1) Restart the computer and einnmaffc install the BnoT.BIN 

3) atitDmaticrearfangeall pactions andthen create the hidden partWon 





1) Modij^ dm MBR asuto 
Install recovery system 



I 



1) enter into teix^vexy system ezivifaiiment 
2i duplicate aU Ute fQes under cAhidden to hiddcD partitioD 
3) create Ute entiy point in bidden paiiiilon tor entry envlionnient 



I 



1) back up Hie enUfeoperatfng environment 

2) badtupdynamtedalafllesaoconflngtolheDalateolattonFneTVpB 



RestertthB computer and then enter ftilo vwndows . operating envlronmert 



I 



iDSttUlEFDdiiveaiidUteopwaiigqwlembfewanMi^^ ' 
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/ 



15 



Analyze the existing operating 
environment and create the User's Data 
Isolation Fiie Type Table (commonly 
used application of OS). 



I 



Analyze and create the User's Data 
Isolation File Type Table (common 
application software). 




16 



Pre-^Jefin© Operaftlng 
system Data Isolation j 
FDe Type Reference 
Table 



Pre-define eppBcatlon 
software Dala 
Isolation FJte Type 
Reference Table 



17 



Forward the reglsted file type table 
under system reglslj-y to user for 
selecthg the software's file typesio b« r 
dataisolqfted. 



T 



18 



daRne file type or file folder to ba 
data Isolated 



19 



Complete construction of the User's 
Data Isolation File Type Table 
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TypoTaUe 



33 



Pre-cfefine User's Data 
Isolfltfon Fife Type 
Table 



conduct me same file structure In 
the hidden parBion. 
(egJfihearlgtrielfilelsCW 
DocumeniW xtoc, ffienthe same file In 
hidden iwtaion is ^DMy DDcumertl 
Ijdoc) 



20 





Completion of constructing the dynamic 
data files fn hidden partition. 
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Use 




File Sy9«eBt I/O Interface ^-n! r J 




36: 



NTrS or FATw COFS,« 



„34.. 



some other fitter ctrr^et^ 



11. 
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I/O Fib Access 



39 



I Attiibute and 
opeiQttcm of the 
file to he accessed 



Access file 
mlixddeix 
paftilsQn 




Pie^define 

User's 

Data 

Isol alien 

FfleT^pe 

Teble 
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User reque^ to access c:\My 
OocumertV1.doc 



FFD system mteicept 
tbis request 

_ I 

KFD system detect the 
piesence of a respective ffle xa 
hidden partition 

^ — - 

FfD system access the 
respectfve ffle in hidden partiUon CVC\ 
My OoeumenAluioc). 

' ;rzzz: 

Read the content of the respective 
file in fildden paitidon 



Figure 11 



User request to wrfte data Into c:\My 
Oocumei^Vl .doe 



FFD system intezc^ 
this request 



FFD system detect the presence of a 
respective file in hidden partftion 



FFD system vwrite tho data into 
hidden partfUon <\C\My 
Documenftl.doc) 



Figure 12 
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Active working data Hie ofS/W 1 



Fl FIFOofSAVl [Ifl 
F2 FIFOofS/Wl [N-l] 
F3 FIFOofS/Wl [N-2] 



(a) At time X, Fl wiU content the 
same data as active working 
data file of SAVl. 
The content of FIFO of SAV 1[N] 
is the same as active woridng 
data file of S/IV 1 



Active woxking data file of S/W 1 



Fl FIFOofS/Wl[N-l] 
F2 FIFOofS/Wl [N.2] 
F3 FIFOofSWl INJ 



(b) Upon the next scheduled back 
up point, F3 will content the 
same data as active working 
data file of SAV 1 if the active 
working data file is being 
modified. 



Figure 13 
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scan throu^ a8 the filB system (directory 
untrertheecHvepariilibns 





-1 J 58 


Create a recorcl of the existing file syste 
(directory) attribute and then dupDcatetli 
record into tddden pariBion 


m 




^r 




1^ badtupMBR 


60 








Access Ihe attribUe of the existing file 
system mi the memory ijtocit size 


61 


r - 




b'canthroucfi the active partffions to 
tfrtah the existing concHion of aB the 
memory blocks ancf Bs Bitmap Table 


62 








back up ihe data of every block. 


63 


■A 






compress the data of every block and 
then store into the hidden partition 


64 


V 






compteteihe original full back up 


65 
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B(0.1) s 


B(1.0) 




« 






B(n.O) 





B(n,n) 



Empty Block 



1 
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Send access file to 
operating system 



74 
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Record 1 


Record 2 




Record 4 





type of operetton 


Time ot change 


Path of file 


Path of 
destined file 


Reserved 
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79 



Incremental back up 



FFO system suspend the OS for any I/O file 
access 



80 



81 



FFD system access the RIe Modification 
Table in Hidden partition 



File Modification 
Table 



Back up all the neccessary foes according to the 
file modification table Into the hidden partition in - 
compressed format. 



Clean up and Inftialise the File Modification 
Tablefor next use 
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83 



FFD system release the hold up back to OS 



84 



Completion of an Incremental back up 
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resiait the computer and enter Into the 
MBR boot sequence 



Detect ri2 hoi key and enter Into the 
recoveiy?ysiem 



seTectths original fuO back up for 
recovery 



I 



access the original full back up from 
the hidden partition 



dncojnpressed the data bl65(ien3" 
restore bectcto their respective 
oryhel location eccordbtg to the 
bgrn^ptabte 



access the data Isolation iOe type 
tebte hiha Hdden partmon 



Hndthose files Dsted in the d^ 
isolation ma type table from the 
exlstfi^ system 



f missing fil a m the system^ 



^jopymese mL^Mj hfes iromthe I 
iwden^parffion to their respeclive j 



origfrwlacily gparttfon- 



I 



restart the computer and enter 
Intood 



95 



f Bndof \ 
I recovery / 
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restartihe computar end lhan 
the MBA 86 



enter Into the MBA saquance 

I 



96 



Dsiecl F12 hot key and then 
dnterlnto neovery syeiam 



I 



Select e tncremertet bade up tor 
system recovery 



97 



98 



access the file recording table of original 
fun back up from hidden partition 



99 



102 



from the 
ftiOfaack 
MP 



scenlhrough the exfsttng eystem to 
0et eOlhs tie recording table. 



access (he me record table ofOie 
selected tncremental badit up for 
system recovery 



100 




101 



103 



Access me dste isotatlon flfetype 
table from hidden paitSon 


104 






' 105 


Find those files listed in the 
data isolat/on file type table 
from the existing system. 











Anynfe^lBes? 



Copy lha respedlve f3e from Wdcfen 
partfllon to ocSvs pariiUon. 


1 





1^ 



Reataniha computer and entfif 
bdottieOS 
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/ Bndof \ 

( incremerteJ 1 
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Ddeci Fnstallatlon of new software or 
hardware driver 



FFD system fnteroept and suspend the 
Installation of new software or hardware driver 



Automatically invoke and perform a 
temporary back up 



I 



111 



112 



CompJeHon of a temporary bat* up -J ^1^ 



P 



Cortlnua to Install the new software or 
hardware tSr'wer 



114 
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Appl. No. 10/552.925 
Amdt. Dated August 23. 2007 
Reply to Office action of May 31. 2007 
Replacement Sheet 21 of 23 






Figure 24 



Appl.No. 10/552,925 
Amdt. Dated August 23, 2007 
Reply to Office action of May 31 , 2007 
Replacement Sheet 22 of 23 




Figure 25 
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Figure 26 



